SIU CLEAN LAPTOP PROGRAM

Purpose:
The risks associated with carrying electronic devices while traveling arise from two sources: the
likelihood that your device will be compromised and the impact of such a compromise. These r
fall into two main categories: exposing information the university is required to protect (i.e.,
restricted, classified or export controlled data) and being compromised by malware while traveli
The likelihood of being compromised by malware is greatest whesid@weélihg big and
especially high when governments operate and manage thaémetraetal travelers should
takeextrgprecautions. Understand that foreign universities, governments, and companies are
often linked. Any inquiry regarding yauichemay have an ulterior motive, such as stealing
intellectual property. Be cautious of unsolicited requests and questions about your research or
other sensitive informatidrese clean laptops provide both you and the SIU System extra
security in tlevent that the laptop is compromised and will assist both you and the SIU System
with maintaining export control compliance.

Who Should Use The SIU Clean Laptop Program?
All SIU System employees, SIUE faculty and staff, SIUC facuBjUSuthetdibf Medicine
faculty and staff; as well as all satellite campus faculty and staff, including but not limited to, the
SIU School of Dental Medicine, The National Corn to Ethanol Research Center, The East St. L
Center, SIU Law School and all SIU Extended Campus locations that travel to the designated
foreign countries.

All SIU travel to the below countries WILL REQUIRE that a
Informational Technology Servicésan laptop be used during SIU

business travel to those countries.
Your SIU issued laptop coriSpifiet. NObe transported to any of the below countries.

IRAN SYRIA SUDAN NORTH KOREA
CUBA UKRAINE (Crimeg CHINA RUSSIA
Region)
VENEZUELA CAMBODIA BELARUS




To Request A Clean Laptop For Travel, Do The Following:

SIUC:
1.


https://www.siue.edu/its/fac_staff/vpn.shtml
mailto:twakela@siue.edu
mailto:help@siue.edu

7. VERY IMPORTANJpon returning to the United States, change your password as soon as
pogsibleDO NOT CHANGE YOUR PASSWORD ON THE TRAVEL LAPTOP.

SIUMED:

1. Emaiilechsuppori@siumed.dnclude your name, the date you need a laptop, and the date the laptop
will e returned.

2. Complete VP Certification.docx


mailto:techsupport@siumed.edu
mailto:twakela@siue.edu
mailto:techsupport@siumed.edu
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